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Abstract—Side-channel attacks pose a significant threat to
the security of cryptographic systems by exploiting information
leakage such as power consumption. Evaluating the difficulty of
such attacks is crucial for developing robust countermeasures.
In this study, we propose an analytical methodology using the
Wasserstein distance as a metric to assess the vulnerability of
cryptographic implementations for power side-channel attacks.
We conduct both simulated and FPGA-based experiments to
validate the effectiveness of using the Wasserstein distance. Qur
results demonstrate a clear correlation between the signal-to-
noise ratio and the Wasserstein distance, with higher noise
leading to smaller distances, thus indicating increased attack
difficulty. Notably, the metric stabilizes with a relatively small
number of traces, suggesting practical applicability. These find-
ings suggest that the Wasserstein distance can serve as a reliable
indicator of attack difficulty, providing a quantifiable measure to
aid in the development and evaluation of secure cryptographic
systems.

Index Terms—Power analysis, SCA evaluation, Wasserstein
distance, Statistical moments

I. INTRODUCTION

In the field of modern cryptography, securing sensitive infor-
mation against various attacks is a crucial task. Among these
threats, side-channel attacks (SCAs) have emerged as par-
ticularly insidious, exploiting physical leakages from crypto-
graphic devices to infer secret data. Timing attacks [1|], which
measure the execution time for encryption or decryption, were
the first proposed SCAs. Subsequently, power analysis [2],
[3[l, which measures power consumption during operation, and
electromagnetic (EM) analysis [4], which measures EM ema-
nations, have also been proposed. To counteract these attacks,
masking [5] has been well-studied as a countermeasure.

Traditionally, Test Vector Leakage Assessment (TVLA) [6]]
has been used as an evaluation tool for implemented counter-
measures. This involves measuring fixed vs. random plaintexts
and determining whether the means of these distributions are
significantly different using Welch’s t-test. Following TVLA,
the x2-test [7] and Kolmogorov-Smirnov Test [8] were pro-
posed as additional leakage detection tools. However, these
hypothesis tests often focus on the mean of distributions and
the dependence of probability distributions. Additionally, in
higher-order implementations, Welch’s t-test may not reveal
differences in the first or second moments.

In 2017, a new evaluation metric, the Wasserstein distance,
was proposed for generative models in the field of machine

learning. The introduction of the Wasserstein metric demon-
strated that the training of generative adversarial networks
could be stabilized, thereby improving the quality of the
generated samples [9]. In their study, the performance of the
model is assessed by measuring the distance between the
distributions of the real data and the generated data using the
Wasserstein distance.

Our motivation, therefore, is to devise a new analytical
method that directly examines the distributions themselves
utilizing the Wasserstein distance for the field of side-channel
analysis. We aim to evaluate the vulnerability of crypto-
graphic implementations to side-channel attacks more effec-
tively, moving beyond traditional hypothesis tests.

Our contributions of this paper are as follows.

« Propose an analytical methodology using the Wasserstein
distance.

o Confirm the effectiveness of the method through simula-
tion and practical experiments.

The rest of this paper is organized as follows. In Sec-
tion we provide the background information relevant to
our insights. We describe the analytical methodology using
the Wasserstein distance in Section We perform simulated
experiments and practical experiments with an FPGA board in
Sections [[V|and |V] respectively. Finally, Section [VI] concludes
the pape

II. BACKGROUND

In this section, we provide the background information.

A. Power consumption due to CMOS transitions

In this paper, we focus on an FPGA board consisting of
look-up tables and registers. Thus the power consumption of
registers accounts for the total power consumption and it can
be modeled as Hamming distance leakage.

The power consumption of a register (D Flip-Flop) can
be divided into two main components: dynamic power con-
sumption (Piynamic) and static power consumption (Pytazic)-
Dynamic power consumption occurs due to the charging and
discharging of CMOS transistors when the register switches
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TABLE I: Power consumption of the register.

Transition
Power consumption

0—-0,1—=1
Pstatic

0—+1,1—0
Pstatic + denamic

states, i.e., 0 — 1 and 1 — 0, as shown in Table |l Further-
more, the total power consumption is significantly influenced
by the dynamic power consumption. Thus, when data stored
in the k-bit register transitions from x! to z'*!, the power
consumption leakage £ is formalized as:

L= HD(z' 2" + Noise ~ N(0,0?), (1)

where HD is the Hamming distance, and the noise follows a

Gaussian distribution with variance o2.

B. Boolean masking

Masking [5] is a well-studied and widely used to protect
cryptographic hardware against side-channel attacks, espe-
cially probing attacks. Masking mitigates this threat by ob-
scuring the actual secret values during computation. A secret
value is encoded into multiple values called shares” with a
random number.

X (330,-7717 ...,xd_l,xd).

Thus the original secret value = can be reconstructed only if
all the shared values are collected. For Boolean masking, the
secret x is divided into d + 1 shares zq, 1, ..., x4 such that:

T=20Px1 D DTyg_1D Ty, 2

where x; € GF(2¥), i > 0 are random and 79 = z @ ) x;.
Here, @ denotes the bit-wise XOR operation

In the masked circuit, cryptographic computations are per-
formed using the shares instead of processing the original
secret directory. This ensures that the intermediate values
during computation do not reveal the secret.

We consistently indicate masked values in bold in this paper.

C. Statistical Moments

The 3rd-order moment, skewness, is a statistical measure
that describes the asymmetry of the distribution of values in
a dataset, while kurtosis (the 4th-order moment) describes the
shape of a distribution’s tails in relation to its overall shape as
shown in Figure [I]

Let X be a random variable and F(-) denotes the expec-
tation operator. Skewness and kurtosis are 3rd- and 4th-order
standardized moments, respectively, and can be calculated as
follows:

X—p

sy = B(C ), Sl

SMy = E(— )", @)
where p is the mean and o is the standard deviation. In
general, the d-th order standardized moment SM, is given
by E ((%)d) These moments are calculated for the higher-

order t-test in TVLA [6], [10] and moment correlated DPA
attacks [11], [12].

v O\

(a) Skewnenss (b) Kurtosis

Fig. 1: Probability density function with different skewness
and kurtosis.

D. The Wasserstein distance

The Wasserstein metric, also known as the Earth Mover’s
Distance [13]], [14], is a distance function that measures the
distance between two probability distributions. It is often
used to quantify the difference between two distributions
by calculating the minimum cost needed to transform one
distribution into another. Thus the Wasserstein distance can
also be obtained by solving the optimal transport problem.

The p-th (p > 1) Wasserstein distance between probability
distributions A and B is given by:

W, (A, B) = [inf E(d(a,b))?]7 , @)

where F(-) denotes the expectation operator, d is the Euclidean
distance between two points, and a and b are random variables
of A and B, respectively. Especially, in the case of p = 1, the
distance can be obtained by:

Wi(A, B) = /

— 00

oo

|Fa(x) — Fi(x)| da, (5)

where F 4 and Fjp are the cumulative distribution functions.

III. METHODOLOGY USING WASSERSTEIN DISTANCE

In this section, we define a power leakage model and explore
an analytical method using the Wasserstein distance as a
metric.

A. Power leakage model
Definition 1. Total power consumption model.
An attacker obtains the sum of a leakage of all d+ 1 share:
Lsum:£O+£1++£/d—1 +['d 6)

The leakage of individual shares cannot be obtained indepen-
dently.

In the probing model, an attacker is allowed probing up to
d out of d + 1 shares. Despite that, in our model, the attacker
who measures the power consumption trace with a probe and
an oscilloscope obtains all of the shares as shown in Figure [2]

B. Leakage evaluation with the Wasserstein distance

As described in Section [II-D| the metric can be used to
evaluate the difference between two probability distributions as
a distance. Thus this metric is finite for any given distribution,

00 > W,(A,B) > 0. (7)
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Fig. 2: A power trace of a parallel masked implementation.
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Fig. 3: Comparison of three different Wasserstein distances
between two distributions. A smaller Wasserstein distance
indicates greater similarity between the two distributions.

The distance is equal to zero if and only if two distributions
are identical, i.e., A = B. As we can see in Figure E} the
smaller the Wasserstein distance, the less difference there is
between the two distributions.

Moreover, the distance is determined by the given distribu-
tion and is a constant value, i.e., W1 (A, B) = c. Distributions
sampled from 4 and B converge to themselves, following
Glivenko—Cantelli theorem (Theorem . Therefore, it is rea-
sonable to use the Wasserstein distance as a metric, and this
can directly assess the difficulty of side-channel attacks such
as DPA.

Theorem 1. Glivenko—Cantelli theorem.
Let I, and F' be an empirical distribution and the cumulative
distribution, respectively.

|Fn = Flloo = sgﬁ |Fo(z) — F(z)] — 0 (8)

This theorem states that the empirical distribution F,, con-
verges to F.

The Wasserstein distance is often used in the field of
machine learning. For example, in natural language process-
ing [[15[], [[16] it is employed as the Word Mover’s Distance,
which measures the similarity between documents by consid-
ering them as distributions composed of sets of words. In the
area of hardware security, the metric can be used for a system-
level tampering detection scheme as a previous work [17].
They detected fluctuations of an impedance characterization
caused by tamper events such as probings and electromagnetic
radiation to the circuit. Additionally, the metric is used to
evaluate the similarity of the feature space of multiple side-
channel data [[18]].

C. Comparison with Kolmogorov-Smirnov, Welch’s t- and x>-
test

The Kolmogorov-Smirnov (KS) test [8] is a non-parametric
method used to determine if two distributions differ signif-
icantly. It evaluates the maximum difference between the
cumulative distribution functions of the two distributions,
whereas the Wasserstein distance calculates the integral. The
KS test can effectively reject the null hypothesis when there
is a significant difference between the distributions, indicating
that they do not match. However, one major limitation of the
KS test is its inability to confirm that two distributions are
identical; it can only fail to reject the null hypothesis, which
does not necessarily mean that the distributions are the same.
This limitation makes it less conclusive in scenarios where
confirming the similarity of distributions is crucial.

For Welch’s t-test and the Xz—test, according to Moradi et
al.’s simulated experiments [7]], the required plaintexts to detect
the leakage considerably increase as the noise and the security
order increase. Furthermore, even if leakage can be detected
for a certain number of plaintexts, it does not necessarily mean
that an attack will be successful with those plaintexts. In other
words, these tests cannot directly indicate the difficulty of an
attack.

However, because the Wasserstein distance concentrates on
the entire distribution, it serves as a more general metric
compared to Welch’s t-test. We note that these tests provide
binary answers, either a leakage found or not found, rather than
quantitative evaluations. In contrast, the Wasserstein distance
offers a quantifiable measure of the difference between two
distributions. It calculates the minimal cost of transforming
one distribution into another, capturing subtle differences that
the KS test might not detect.

IV. SIMULATED EXPERIMENTS

In this section, we perform a software simulation for an 8-bit
three-share implementation as a case study. First, we confirm
that the Wasserstein distance captures the difference between
distributions. We then compare the Wasserstein metric with
the t-test and y2-test to claim that our evaluation can be easily
conducted with a small number of traces.

A. Setup

In the simulation, the signal-to-noise ratio (SNR) is defined
as SNR := k(20)~2, where k is bit size and o is a standard
deviation of the Gaussian noise [19], [20]. The simulation
settings are the same as [7]], namely, we consider three SNRs
as follows:

e SNR =12.5, low noise with o = 0.4,

e SNR = 1.0, middle noise with o = 1.4,

e SNR = 0.1, high noise with o = 4.4.

The power consumption leakage follows Equation [T] and we
rely on a Hamming distance leakage model as described in
Section therefore the leakage L is obtained by
2
£:ZHD(xi7yi)+N0iseNN(O702). )
0
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Fig. 4: The Wasserstein distances for three SNRs.

The data are generated for the fixed vs. random plaintexts
to make distributions Dy;zeq and Dygndom. Then we calculate
the 1st Wasserstein distance between the obtained distributions
Wi(Dfized, Prandom) by using a scipy Python library.

B. Results

Figure [ shows the Wasserstein distance between the dis-
tributions for fixed and random data W1(Dfized, Drandom)
for three SNR patterns. As shown in the figure, the distance
depends on the noise and this indicates that when the noise is
high, the difference between the distributions becomes smaller,
increasing the difficulty of attacks. Additionally, it can be
seen that the Wasserstein distance stabilizes at approximately
400,000 data points for all noise levels.

A Comparison of the performance of the tests and the
Wasserstein distances is depicted in Figure [3] for three noise
levels. For this evaluation, we round the leakage (after the
addition of the noise) in Equation E] because the x2-test uses
histograms. As a metric for the t-test and x2-test, we compute
p-values and the threshold is p = 107>, which corresponds to
t = 4.5, often determined in the t-test. For low and middle
noise cases as shown in Figures and the x2-test
outperforms the t-test, but the differences in their performance
are negligible. On the other hand, the Wasserstein distance
is higher than zero (i.e., W1(Dyiged, Drandom) > 0) for all
noise level. Moreover, the difference in the distributions is
observed before the p-values exceed the threshold p > 1075,
Although a definitive threshold has not been established so
far, the metric is superior to these hypothesis tests because the
security evaluation can be conducted with fewer traces.

V. PRACTICAL EXPERIMENTS WITH FPGA

A. Assessment with our lab’s setup

In the simulation, we confirmed that the Wasserstein dis-
tance captures the difference between distributions. Before
comparing it with the t-test and Y2-test, we verify whether
the same results (i.e., the distance changes according to noise
levels) can be obtained in an actual experimental environment.
In this section, we use a SAKURA-G board, which is designed
for a side-channel analysis evaluation [21].
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Fig. 5: Performance of the t-test (orange), x>2-test (blue)
and the Wasserstein distance (green) for simulated 3rd-order
leakage with 0 = 0.4, 0 = 1.4 and 0 = 4.4.

TABLE II: Equipment used in experiments

Product name and model number
Tektronix MSO64

Keysight 33600A

Tektronix KEITHLEY 2260B
SAKURA-G (Spartan-6)

Equipment
Oscilloscope
Waveform generator
DC power supply
FPGA

1) Setup: We implemented a simple circuit consisting of
an 8-bit three shares register with a keep_hierarchy option
on the Xilinx ISE development tool. Table [[I] outlines the
equipment used in the experiments, and Figure [6] shows our
lab setup. We measure 800,000 traces (400,000 fixed data and
400,000 random data) of the power consumption at 6.25 GS/s
sampling rate using an oscilloscope with a 12 bit analog-to-
digital converter (ADC). Moreover, we supplied a slow 3 MHz
clock signal to obtain clear traces.

For data communication, we used MATLAB to send six
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Fig. 6: Experimental setup of our lab.
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(b) Trace of the circuit with Keccak-f800.

Fig. 7: Power consumption traces for the circuit with and
without Keccak-f800 circuit.

bytes of data, i.e., (o, 1, 2, Yo, Y1, Y2), to SAKURA-G, with
Zo, 1, Yo, and y; being randomly generated by MATLAB’s
built-in randi function.

Figure [7| shows the power consumption traces of the imple-
mented circuits with registers both with and without a pseudo-
random number generator (PRNG). As shown in Figure [7(a)]
the trace of the register-only circuit consists of noise from
the power supply, making it difficult to screen the measured
traces. Therefore, we added a PRNG (Keccak-f800 ) to the
circuit to amplify the power consumption, resulting in clearer
power traces as shown in Figure [7(b)]

Because of the difficulty of controlling the SNR of the
practical experiment environment, we duplicated the registers
as follows:

e 192 registers for low noise.

192 registers (low noise)

64 registers (mid-low noise)
16 registers (middle noise)

1 register (high noise)
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(a) Skewness differences.
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(b) Wasserstein distances.

Fig. 8: Skewness differences the Wasserstein distances for 192
regs., 64 regs., 16 regs. and 1 register circuit.

o 064 registers for mid-low noise.
o 16 registers for middle noise.
o 1 register (default) for high noise.

In other words, we enhanced a numerator of the SNR, i.e., the
total power consumption, instead of reducing or increasing the
noise (a denominator of the SNR).

Before computing the Wasserstein distance, we conducted
a correlation analysis with known plaintexts. The correlation
coefficients for 192 registers, 64 registers, 16 registers, and 1
register were 0.91, 0.51, 0.11, and 0.04, respectively.

2) Explanation of the process at each clock cycle: The
trace shown in Figure [7(b)| contains six clock cycles, and the
processing at each cycle is described below:

First clock: Do nothing.

Second clock: Reset registers to zero, i.e., 0 = (0,0,0).

Third clock. Do nothing.

Fourth clock: Transitioning from 0 = (0,0,0) to x = 0.

Fifth clock: Transitioning from x to y.

Sixth clock: Transitioning from y to 0 = (0,0, 0).
Therefore, we focus on the fifth clock cycle (at around
4,100 sample points), where the transition from data x to y
occurs. Following a fast computation methodology by making
a histogram [23]], we used raw values obtained from the
oscilloscope’s ADC. We note again that these data x and y
are shared-form values.

3) Results: To confirm that the Wasserstein distance indi-
cates the difficulty of attacks using a higher-order statistical
moment, we calculate the difference in skewness instead of
the t-statistics used in Welch’s t-test.
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Fig. 9: Skewness differences of 1 and 16 registers.

As shown in Figure[8] there is a correspondence between the
number of registers (i.e., SNR) and the difference in skewness.
Additionally, it can be seen that the Wasserstein distance
fluctuates with the skewness difference. Notably, the skewness
difference for 1 register is greater than for 16 registers in the
latter part of the graph. This is because the power consumption
signal of the register is negligible compared to the noise, so
that the skewness values for 1 register are higher than those
for 16 registers as shown in Figure [9] Nonetheless, as shown
in Figure B(b)] the Wasserstein distance decreases as noise
increases, indicating that it effectively reflects the difficulty
of the attack, i.e., the similarity of the given distributions.
Furthermore, the distances stabilize with 400,000 traces, which
is consistent with the simulation results.

These results suggest that using the Wasserstein distance for
evaluation applies to actual cryptographic circuits and can be
conducted with fewer traces compared to traditional hypothesis
testing. This means the reduction in the number of traces
required to demonstrate security evaluation leads to a decrease
in experimental time and cost.

B. Assessment with open dateset

AAA

VI. CONCLUSION AND FUTURE WORKS

This paper has presented an analytical methodology for
leakage evaluation using the Wasserstein distance. In the
simulated experiments, we confirmed that the Wasserstein
distance depends on the noise level and decreases as the dif-
ference between distributions becomes smaller. Additionally,
we verified that the Wasserstein distance can detect differences
between distributions with a smaller number of traces. In the
case of high noise, the distribution difference can be observed
with less than half of the number of traces required by the t-
test or y>-test to detect leakage. We then conducted practical
experiments using an FPGA. Similar to the simulation results,
the Wasserstein distance in the practical experiments also
varied with the noise levels. Furthermore, we observed that the
Wasserstein distance decreases as the skewness difference (i.e.,
the difficulty of the attack) decreases. From these results, we
believe that the Wasserstein distance can indicate the difficulty
of attacks. Furthermore, since the metric stabilizes with a small

number of traces, the evaluation is feasible in a shorter time
compared to hypothesis tests.

In future work, we will investigate the relationship between
the Wasserstein distance and the difficulty of attacks, such as
the number of traces required for key recovery. We will also
experimentally confirm the metric for higher-order shared im-
plementations. Furthermore, we will evaluate the effectiveness
of the Wasserstein distance on masked cryptographic circuits
such as the AES cipher.
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