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Abstract—Physical attacks on electronic devices that involve
cryptographic functions, such as IC cards and credit cards, pose
a significant threat to security. Side-channel and fault attacks are
typical threats, and in recent years, deep learning-based analysis
methods have also been proposed to effectively extract encryption
keys. Threshold implementation is one of the countermeasures to
thwart side-channel attacks, which conceals physical leakage by
splitting the processed data into multiple values termed shares.
The protected circuit must be evaluated both theoretically and
practically. However, while evaluation methodologies for side-
channel analysis have been well established, those for fault
analysis have not yet been thoroughly explored. In this paper,
we propose two practical evaluation methods for fault analysis
utilizing the fault sensitivity. The first detects data-dependent
fault occurrences using Welch’s ¢-test, and the second assesses
fault sensitivity on each share using Shannon entropy. We then
conduct fault injection experiments on a TI-protected AES imple-
mentation to demonstrate the efficacy of our proposed methods.
The results show that the ¢-test evaluation can successfully detect
data-dependent faults, and the entropy-based evaluation reveals
differences in fault sensitivity among the shares.

Index Terms—AES, Fault Sensitivity Analysis, TI, S-box,
entropy, t-test.

I. INTORDUCTION

Side-channel attacks exploit physical information unin-
tentionally leaked from hardware or software during cryp-
tographic operations—referred to as side-channel informa-
tion—to recover secret keys. Well-known examples include
power analysis attacks such as Differential Power Analysis
(DPA) and Correlation Power Analysis (CPA) [1], [2]], which
analyze power consumption during encryption, as well as
electromagnetic analysis attacks [3], which utilize electro-
magnetic emissions from the circuit. In contrast, fault at-
tacks deliberately inject faults into cryptographic circuits and
analyze the resulting behavior to extract secret information.
Representative techniques include Differential Fault Analysis
(DFA) [4], which leverages the difference between correct and
faulty ciphertexts to recover the key, and Fault Sensitivity
Analysis (FSA) [3], which exploits data-dependent fault be-
havior, namely the fault sensitivity.

To evaluate side-channel resistance, both theoretical
and practical approaches have been studied. Theoretical
approaches include programming-based leakage detection

tools [6]—[10] while practical evaluations often rely on sta-
tistical tests such as Welch’s t-test, the X2—test [11], and the
Kolmogorov—Smirnov test [12]. A well-established method,
known as Test Vector Leakage Assessment (TVLA) [13]], [14],
leverages test vectors and has proven effective in assessing the
leakage resilience.

On the other hand, methodologies for evaluating resilience
against fault attacks are limited, although some verification
tools for fault analysis [15]-[17] have been proposed. More-
over, these verification tools inspect a circuit’s security at the
gate level; thus, they might overlook a data-dependent flaw,
namely, an algorithmic-level issue.

For example, the zero-value attack on a masked AES
implementation, pointed out by Hirata et al. [18]], cannot be
detected by VerFI [15], a simulation-based verification tool.
Furthermore, the use of fixed and random plaintext datasets in
traditional TVLA may fail to reveal data-dependent behavior,
making it difficult to determine which input values cause
erroneous outputs. Moreover, an assessment methodology for
shared form implementation under fault injection attacks has
not been explored yet due to the difficulty of precisely mea-
suring fault sensitivity on each share.

To address these challenges, this paper proposes two prac-
tical evaluation methodologies for masked cryptographic im-
plementations against fault attacks, leveraging Welch’s ¢-test
and Shannon entropy. As a case study, we investigate a
masked AES implementation. First, we design a specific test
vector to diagnose data-dependent issues, which the ¢-test can
successfully detect. Next, the second evaluation assesses the
share-wise security and vulnerability of the implementation
by using an additional setup acting as an oracle, revealing an
alternative attack surface.

The rest of this paper is organized as follows. Section
provides background information. Section introduces the
proposed evaluation methodologies, and Section presents
the experimental results. Finally, Section concludes the

paper.
II. BACKGROUND

This section describes preliminaries for the protected im-
plementation.
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A. Masking

Masking [[19] is a widely used countermeasure against
side-channel analysis, particularly probing attacks, where an
attacker observes precisely the wire(s) on a circuit. In this
scheme, a sensitive value x is split into multiple values, called
shares, using random values, such that
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All computations during encryption are performed in shared
form and then are recombined after the operation to obtain the
unmasked output value.

In the d-probing attacker model [19]], the attacker is allowed
to observe up to d internal wires (i.e., shares). A masked imple-
mentation is said to be d-th-order secure under the adversary
model if any subset of (at most) d observed shares reveals
no information regarding the sensitive value x. Formally, the
security condition is given by:

Pr[X = z j observations] = Pr[X = z], 2)

where the observations refer to the values obtained by the
probing.

B. Implementation of AES S-box

An S-box, namely a non-linear function, is a crucial compo-
nent in protecting cipher implementation against side-channel
analysis. Canright proposed a compact calculation for the AES
S-box [21] which performs inversion over G F'(2%) and then an
affine transformation. The computation can be easily pipelined
and is compatible with the masked circuit; therefore, it is often
used for protected AES implementations.

For the inversion over GF(2%), the given input 2 2 GF(2°%)
is mapped to an isomorphic field GF((2%)?), i.e., ¢(z) =
(a,b) 2 GF((2*)?). The multiplicative inverse of (a,b), i.e.,
(c,d) = (a,b) !, is computed as follows:

(c,d) = (b, ta), witht = ab+ (@+b)%v , (@3)

where, v 2 GF(2%) is a constant value. Finally, we obtain the
inverse y =z ! by ¢ ((c,d)) =y.

Figure [I] illustrates these computations, and we utilize an
ASIC board whose implementation is based on the calculation
above in experiments described in Section

The implementation is proposed by De Cundde et al. [20]
and has three shares, ensuring the second-order security. More-
over, it is based on the consolidating masking schemes [22]]
approach, which extends threshold implementation (TI) [23]],
but we hereafter refer to the implementation as TI-AES for
simplicity.

III. LEAKAGE EVALUATION METRICS

This section introduces evaluation metrics, Welch’s t¢-test,
and entropy, which are performed in Section

A. Welch’s t-test

The t-test is a statistical method used to determine whether
two groups have significantly different means.

Given two sets of observations with sample means M7, Mo,
variances Vp, Vs, and sample sizes Nj, No, the t-value is
computed as:
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The result is evaluated using the p-value derived from the
t-distribution. If the p-value is below (or the ¢-value surpasses)
a predefined threshold « (e.g., « = 10 ® for 99.999% confi-
dence), then the null hypothesis—the two means are equal—
is rejected, indicating a statistically significant difference.
The corresponding t-value is 4.5 for « = 10 5, and this
value is commonly used in power side-channel evaluations.
Accordingly, we adopt a threshold of 4.5 in our assessment,
following this common practice.

B. Entropy

Entropy [24] is a fundamental concept that quantifies the un-
certainty associated with a random variable. When describing
the uncertainty of a probability distribution, Shannon entropy
is typically used. For a discrete random variable X taking
values in a finite set X, the Shannon entropy is defined as:

p(x)log, p(x), (5)

x2X

H(X) =

where p(z) denotes the probability that X takes the value z,
ie., Pr[X = z].

Another commonly used metric is the minimum entropy, or
min-entropy, which captures the amount of uncertainty based
on the most probable outcome. It is defined as:

Ha(X) = log, maxp(). (6)

Min-entropy reflects the predictability of the most likely value
of X, and therefore serves as an indicator of information
leakage through guessing. From an attacker’s perspective,
entropy quantifies the uncertainty about the secret value and
thus represents the amount of information that remains secure.

These evaluation methods are applied to the fault sensitivity
behavior of the TI-AES implementation, as described in the
following section.

IV. EXPERIMENTS

This section demonstrates fault evaluation experiments with
the method described in the previous section.

We use the SAKURA-G board [25], which is designed
for side-channel leakage experiments and incorporates two
FPGA:s, including a main FPGA for an encryption circuit and a
control FPGA for data communication to the main FPGA and
PC via a serial port. We have two setups in the experiment:
one uses an ASIC board and the main FPGA mounted on
SAKURA-G, and the other uses SAKURA-G only. Thus, the
latter setup substitutes the ASIC board with the main FPGA.
The physical setup is shown in Figure [2(a)
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